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Equation Group

Equation group victims map

& Finance & Diplomatic / Embassies ¥ Energy / Infrastructure = Military (¥ Telecommunications WC Islamic Scholars &) Other / Unknown
4. Government (&) Research institution = University « Aerospace + Medical (£* Media
High infection rate Low Infection rate
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The Shadow Brokers :
Size

 wsvse NSA HACKED! o=

i BARGLEE 1iterr
. Private Hacking Tools & Exploits Leaked
P i BLATSTING 7 items
» | BUZZDIRECTION 7\ DS A 2 itemns
) | EXPLOITS . W 8 item:
P i OPs /5% A 6 itern:
P W SCRIPTS vl 33 items
P @ TOOLS -' \ : 15 items
) il TURBO 2 items
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¥ou can download & part of Seny Pictures internal data the wvelume of which is tens of Terabytes on the following addresses.

Theze include many pieces of confidential data.

Cyberkendra.com

Password: diespel23

1. Torrent

htto://ge. it/ ———— We've already warned You, a.ﬂ. this is III‘I

http://rghost. net/ I ]
nttp:// rmdown . com/ 11 ak . php?hash=143057 w' ““ﬂ'u. tin our m"st .H met.

1501076 | — We've obtained all your Internal data.in
if you don't obey us, we'll rﬂimdiln 'lll_l_ b :
xt will you do til] Nevember tha ath, 17:00 PM(GMT).

http://netioad

2. Mega
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Z/#14JBR1DAT wol e ; Z03RWuNIygRzcA
nttps://mega.co.nz/#EATgSa5R ] wAGY £ [ TR 1 i hm81GeVLWT

https://mega.

https://mega.co.nz/#UQIyTKIY W iVCla-1cwdPrIuE

https://mega.co.nz/#!BAp2F54B e _diudl PnF7ubldFy_nlgw
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: LII‘IkEd m 117 Million Users

! heRealles| All j | want to ordar m

Haome « Information and Freud  Detabeses | Linkedin 167

Linkedin 167M

LinkGd m By paace_of_mind ( 100.0% ) [[EETIEN

0 5.0000 / BTC 5.0000

In siock

Postage Option

Escrow Yes, escrow by HealDeal is available.

Class Digital

Shipa From Wortdwida
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30gb of personal documents and files on lhis compuler or device have just basn encrypled.
Encypted means you will nat be abls 1o access your files anymore, wntil they &re decrypied
our original files have been delsted, thess can be recovered as descnbed below,

Click on "Wiew enerypted fles"10 saea list of files that got encrepted,

The ancryphion was done with a unigue generated encryption key (using AES-126]
The only wen 1o decrypl waur fles, = 1o ablain vour prieats key and i

The prvate key, which will @llow you te decrypl @nd gel your ongmal files bachk;
iz =tored on our server. Each time the timer Hits Zero, the fotal costs will raise with the starting
price

o receive vour private key, you need 1o pay the amount of bitcoin displayed laft of this window

| (coars),

“r'ou nesd o send the armount of bitcoms ta the bitcom address at the bottom of this window,

After the purchass s mads, pleass wail & (ew minutes far confemation of the bitcoins
/After the bitlcoins are confirmied, click the ‘check paymeni and receive keys' button,
Your ks will appear i the textboxes After that, yvou simply click 'decryat using
kews!, wour files will be decrepted and restored to their oniginal lacation

“rou can easily delata this softwarae, but Ko that withow i, you will never be able
1o gl your arigingl files back.

_ _ For mors iformatizn on how 1o Buy and send bitcoin, click Mext pags’
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@ Castnology
www.castnology.com


http://www.youtube.com/watch?v=rMrM8xR8TsM

i Wana Decryptlr 2,0

Payment will be raised on

SM8/2017 10:10:28

Time Left

el Hl' = EliIl CEE

III b
L P

Your files will be lost on

SZ22017 10:10:28

Abhoig blleom
Howa 1 by biteoing?

Contact Us

Ooops, your files have been encrypted!

‘Wllat Ilappened to My Computer?
ur impol t files are encrypted.
ny of you: aments, ph ideos, da
ssible because they have been encrypte
but do not waste your time. Nobo

rvice

L.\." OTos, v

.{"an | Recover My Files?

arantee that vou can recover all vour file

re. We gu

il

files for free. Try n
ir filas, you nsed to __IL._..

YLk

rypt some of your

vant to deerypt all you

3 days to submit the payment. After that the price will |

pin / da our files forever.

in & months.

Y5, you won't be able to recovery

ts for users who are so poor that they couldn’™ pay

'How Do I Pay?
iPayment

F‘e;‘n.‘

only. For nformation, clicl

Bitcoin and buy som

is accepted in more i

i -'-a-:- —— gy
neck the cunm

e address s BT

ai
L Paymeant>

Send $300 worth of bitcoin to this address:

1219YDPgwueZ9NyMgw519p7AABIsjré SMw
Check Payment

bitcoin

ACCEPTED HERE




#WannaCry

Encrypted local

File delivered via Drop ransom file Drop component
o , , : : . and shared files .
Arrive via exploit exploit running which performs files for creating (targets 176 file ‘.
as a service encryption ransom note g : ‘
extensions)

B3 —=

1 ———
3 @ @WanaDecryptor@.exe 3 ﬂ
—Sit= - oL — S
MS3 ?I'ﬂ1 3 mssec :S‘H’C.E'XE ta_gkj{heexe
via lsass.exe . (encryptor) WNCRY
AU
@ wnry config file |
Performs DNS query
PROACTIVE PROTECTION @ ADDITIONAL SOLUTIONS
Behavior Monitoring Network pattern
Predictive machine learing Real-time scanning '

Web reputation
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¥  Infection Map (age: Oh 26m 58s)
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Ibitcoin

7264.04 Saudi Riyal

1 Bitcoin

4b

7264.04 | Saudi Riyal .
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ANTIVIRUS FIREWALL

v‘f Norton

by Symantec
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secure Source security penetration testing
Code

type="color" default="#204063" value="4204063">
<Variable mame="blor™" =ription="Blog Title Color®
type="coler" wi - w="Fppflife">
alt="#eefbfe sriptior="EBlog Description Color”

<Variable nam-
="t #TitleColor" descn, i
S “r”“;:"_:' default="#477fba" val -?;g"]: oor
<Variable n latﬂHEﬁ-!l{Efl "descr  *Date Header Color®
- E!;F default="#8facc8" valu ﬂftﬂt_'"'ﬂ T
ari n S see="Sidebar Title Color®
e -::febarHea::l_eff-:--:.uh.-: dr 2098d">
<Variable n fault="#309fbd" v _="Link Color"
. " inkColor® dr  ="#4386ce™>
" description="Visited Link Color®
e 2a5" value="#246225">
**Color® description="Sidebar Link Color"
99%be2" value="#5090p2">
:dLinkColor"
figited Link Color"
"W337206" value="N33T206">

closed source open source
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encryption decryption
plaintext ciphertext plaintext

Encryption and Decryption.

\//Ol‘metl"ic o DATALOCKER®

Data Security SIMPLY SECURE
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https://trusteapp.com/
https://trusteapp.com/
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http://www.hacker.com/exploit.php?go=attack - http/bit.ly/njOiHr
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Two Factor Auth (2FA)

List of websites and whether or not they support 2FA.

Add your own favorite site by submitting a pull request on the GitHub repo.

Q Search websites 1

=) S - 7 B

Backup and Sync Banking Cloud Computing Communication Cryptocurrencies

/> Q@ & N\ J3

Developer Domains Education Entertainment

(o] » B (4]

Finance Food Gaming Government Health

E)

https://twofactorauth.org/


https://twofactorauth.org/
https://twofactorauth.org/

pdgasll puly
@Alosefer




